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Total IT Assessment
Altius IT's assessments identify the areas that
deliver the most value for your organization. By
identifying and quantifying IT related strengths and
weaknesses, we deliver bottom line results. Altius
IT's assessments include:

e Network assessments
Security assessments
Penetration assessments
Web application and database assessments
Web site assessments
Risk assessments

Pick one assessment a combination of any of the
above. Our Total IT Assessment is a
comprehensive review of your technology, people,
and processes and includes all of the above
assessments.

Get Started On Advanced Security
Call us today to take advantage of our advanced
security services (714) 442-6670.

Solutions For Advanced IT Services

Altius Information Technologies, Inc.
Dedicated to the advancement of IT services
1506 Brookhollow Drive, Suite 122

Security Assessments

Altius IT security assessments protect your systems from
internal and external threats and help your organization
identify, manage, and reduce your risks.

50 Point Work Plan
Altius IT's security assessment is customized to your
specific needs. Our services review and analyze 50+
different subject areas including:

e IT systems - hardware, software, and external

services
e People - internal and external IT resources
e Processes - policies, procedures, and guidelines

Our analysis includes a review of the physical
environment, firewall configurations, remote
connectivity, server software, backups, software
configurations, and patch management timing, testing,
and rollouts.

We review software that maintains the integrity of your
data - anti-virus, anti-spyware, anti-spam and phishing
software. We evaluate inappropriate uploading and
downloading of files and documents.

Information Confidentiality

Alitus IT reviews and analyzes internal and external
access to confidential financial and payroll systems. We
examine access to documents including information
storage, archiving, destruction, and related security
procedures and controls.

Vulnerabilities
We review and identify:

e Software vulnerabilities - cyber attacks are made
possible by exploiting flaws in known software
vulnerabilities. To minimize your software related
vulnerabilities, we review your patch management
processes, testing, and software rollouts.

e Misconfigurations - a recent analyst report
indicates that more than 65 percent of security
vulnerabilities in an organization are the result of
system misconfiguration. We review and analyze
your network security to identify configuration
errors.

e Policy violations — strong security requires
operational diligence driven by the requirements of
policy and processes. We minimize your risks.
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